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The 2020 Florida Statutes
Title XEVI Chapter 934 Yiew Entire
CRIMINAL PROCEDURE AND SECURITY OF COMMUNICATIONS; Chapter
CORRECTIONS SURVEILLANCE
934,01

Legisiative findings.—On the basts of its own investigations and of published studles, the Legislature
makes the following findings:

{1} Wire comamumications are normally conducted through the use of facitities which form part of &n intrastate
network. The same facflities are used for interstate and intrastate communications,

(2) Inorder to protect effectively the privacy of wire and oral communications, to protect the Integrity of
court and adminlstrative proceedings, and to prevent the obstruction of intrastate conunerce, it §s necessary for
the Legislature to define the clrcumstances and conditlons under which the Interception of wire and oral
communications may be authorized and ta prohibit any unauthorized interception of such communications and the
use of the cantents thereo! in evidence in courts and administrative proceedings.

{3) Organized criminals make extensive use of wire and oral communieations In thelr criminal activities. The
Interception of such communications to obtain evidence of the commission of crimes or to prevent their
comimission fs an indispensable ald to law enforcement and the administration of justice.

{1) To safeguard the privacy of innocent persons, the interception of wire or oral communications when none of
the partles to the communication has consented to the Interception should be allowed only when zuthorized by a
court of competent jurisdiction and should remala tzxder the controd and supervision of the autharixing court.,
Interception of vrire and oral communications should further be linited Lo certain major types of offenses and

specific categories of crime with assurance that the Interception is justified and that the iafocmation obtalned
thereby will not'be misused, i
Hitorg. -1, 1, ch. 69-17.
1
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Exhibit2 |

§ 2511. Interception and disclosure of wire, oral, or
electronic communications prohibited

{1) Except as otherwise specifically provided in this chapter [18 USCS §§ 2510 et seq.]
any person who—

{a) intentionally intercepts, endeavors to intercept, or procures any other person to
intercept or endeavor to intercept, any wire, oral, or electronic communication;

{b) intentionally uses, endeavors to use, or procures any other person to use or
endeavor to use any electronic, mechanical, or other device to intercept any oral
communication when—

{D) such device is affixed to, or otherwise transmits a signal through, a wire, cable, or
other like connection used in wire communication; or

() such device transmits communications by radio, or interferes with the transmission
of such communication; or

(i1§) such person knows, or has reason to know, that such device or any component
thereof has been sent through the mail or transported in interstate or foreign
commerce; or

(v} such use or endeavor to use (A} takes place on the premises of any business or
other cemmercial establishment the operations of which affect interstate or foreign
commierce; or (B) obtains ar is for the purpose of obtaining information relating to the
operations of any business or other commercial establishment the operations of which
affect interstate or foreign commerce; or

{v) such person acts in the District of Columbia, the Commonwealth of Puerta Rico, or
any temitory or possession of the United States;

(c) intentionally discloses, or endeavors to disclose, to any other person the contents of
any wire, oral, or electronic communication, knowing or having reason to know that the
information was obtained through the interception of a wire, oral, or electronic
communication in viclation of this subsection;

(d) intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic
communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication in violation of this
subsection; or

(e) (i) intentionally discloses, or endeavors to disclose, to any other person the contents
of any wire, oral, or electronic communication, intercepted by means authorized by
sections 2511(2)(a)(ii), 2511(2)(b}-{c), 2511{2){e), 2516, and 2518 of this chapter [18 USCS
§6 251 1{2Ma(ik 2511{21b¥c), 2511(2}e), 2516, and 2518), {ii) knowing or having reason
to know that the information was obtained through the interception of such a
communication in connection with a criminal investigation, (i} having obtained or
received the information in connection with a ariminal investigation, and (iv) with intent

Sy it 18 Phse 18 oF 20

to improperly obstruct, impade, or interfere with a duly authorized criminal
investigation,

shall be punished as provided in subsection {4) or shall be subject to suit as provided in
subsection (5).

(2)

(a)

(1) It shall not be unlawful under this chapter (18 USCS §5 2510 et seq. for an operator
of a switchboard, or an officer, employee, or agent of a provider of wire or electronic
communication service, whose facilities are used in the transmission of a wire or
electronic communication, to intercept, disdose, or use that communication in the
normal course of his employment while engaged in any activity which is a necessary
incident to the rendition of his service or to the protection of the rights or property of
the pravider of that service, except that a provider of wire communication service to the
public shall not utilize service observing or random monitoring except for mechanical or
service quality control checks,

{il) Notwithstanding any other law, providers of wire or electronic communication
service, their officers, employees, and agents, landlords, custodians, or other persons,
are authorized to provide information, facilities, or technical assistance to persons
authorized by law to intercept wire, oral, or electronic communications or to conduct
electronlc surveillance, as defined in section 1017 of the Foreign Intelligence Surveillance
Act of 1978 (S0 USCS §.1801) if such provider, its officers, employees, or agents,
landlord, custadian, or other specified person, bas been provided with—

{A) a court order directing such assistance or a court order pursuant to section 704 of
the Foreign intelligence Surveittance Act of 1978 [50 AISCS § 1881¢] signed by the
authorizing judge, or

(B) a certification in writing by a person specified in section 2518(7) of this title [18
LISCS § 2518(71] or the Attorney General of the United States that no warrant or court
order is required by law, that afl statutory requirements have been met, and that the
specified assistance is required,

setting forth the period of time during which the provision of the information, facilities,
or technical assistance is authorized and specifying the information, facifities, or
technical assistance required. No provider of wire or electronic communication service,
officer, employee, or agent thereof, or landlord, custodian, or other specified person
shall disclose the existence of any interception or surveillance or the device used to
accomplish the interception or surveillance with respect 10 which the person has been
furnished an order or certification under this subparagraph, except as may otherwise be
required by legal process and then only after prior notification to the Attorney General
or to the principal prosecuting attomey of a State or any political subdivision of a State,
as may be appropriate. Any such disclosure, shall render such person liable for the civil
damages provided for in section 2520 {18 USCS § 2520]. No cause of action shall lie in

Lt
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{1 It shall not be untawful under this chapter [18 USCS §§ 2510 et seq) for a person
acting under color of law ta intercept the wire or electronic communications of a
computar trespasser transmitted to, through, or from the protected computer, if—

() the owner or operator of the protected computer authorizes the interception of the
computer trespasser’s communications on the protected computer,

(i1} the person acting under color of law is lawfully engaged in an investigation;

{i11) the person acting under color of law has reasonable grounds to believe that the
contents of the computer trespasser’s communications will be relevant to the
investigation; and

{1V} such interception does not acquire communications other than those transmitted
to or from the computer trespasser.

{13 It shall not be unlawful under this chapter [18 USCS §6 2510 et seq.) for 2 provider of
electronic communication service to the public or remote computing service to.intercept
or disclose the contents of a wire or electronic communication in response to an order
from a foreign government that is subject to an executive agreement that the Attomey
Genera! has determined and certified to Congress satisfies section 2523 (18 USCS §
25231

(3)

{a) Except as provided in paragraph (b) of this subsection, a person or entity providing
an electranic communication service to the public shall not intentionally divulge the
contents of any communication {other than one to such person or entity, or an agent
thereof) while in transmission on that service to any person or entity other than an
addresses or intended recipient of such communication or an agent of such addressee
or intended recipient

(b} A person or entity providing electronic communication service to the public may
divulge the cantents of any such communication—

(i) as otherwise authorized in section 2511(2){a} or 2517 of this title (18 USCS §
251142)(3) or 2517);

(i) with the lawful consent of the eriginator or any addressee or intended recipient of
such communication;

(iil) to a person employed or authorized, or whose facilities are used, to forward such
communication to its destination; or

(iv) which were inadvertently obtained by the service provider and which appear 10
pertain ta the commission of a crime, if such divilgence is made to a law enforcement
agency.

% .

(a) Except as provided in paragraph (b} of this subsection or in subsection (5), whoever
violates subsection {1) of this section shall be fined under this title or imprisoned not
more than five years, or both,

+ 18 Prye 2o oF20

.
i

E_Xéf}.a

(b) Conduct otherwise an offense under this subsaction that consists of or relates to the
interception of a satellite transmission that is not encrypted or scrambled and that is
transmitted—

{1) to a broadcasting station for purposes of retransmission to the general public; or

(1) as an audio subcarrier intended for redistribution to fadilities open to the public, but
not including data transmissions or telephone calls,

is not an offense under this subsection unless the conduct is for the purposes of direct
or indirect commercial advantage or private financial gain.

(5)

(a)

(1) If the communication is—

{A) a private satellite video communication that is not scrambled or encrypted and the
conduct in violation of this chapter (18 USCS §§ 2510 et seq)] is the private viewing of
that communication and is not for a tortious or illegal purpose or for purpases of direct
or indirect coramercial advantage or private commercial gain; or

(B) a radio communication that is transmitted on frequendies allocated under subpart D
of part 74 of the rules of the Federal Communications Commission that is not serambled
or encrypted and the conduct in violation of this chapter [18 USCS §8 2510 et seq] is not
for a tortious or illegal purpose or for purposes of direct or indirect commercial
advantage or private commerciat gain,

then the persan who engages in such canduct shall be subject to suit by the Federal
Government in a court of competent jurisdiction.

() In an action under this subsection—

(A) if the violation of this chapter [18 LISCS §§ 2510 et seq)is a ﬁrst affense for the
person under paragraph () of subsection (4) and such person has not been found liable
in a civil action under section 2520 of this title [18 LUSCS § 2520), the Federal
Govemment shall be entitled to appropriate injunctive relief; and

{8) if the violation of this chapter [18 USCS §§ 2510 et seq] is a second or subsequent
offense under paragraph (a) of subsectian (4) or such person has been found liable in
any prior ¢ivil action under section 2520 [18 USCS § 2520, the person shall be subject to
a mandatory $500 civil fine.

(b) The court may use any means within its authority to enforce an injunction issued
under paragraph (ii}(A), and shall impose a civil fine of not less than $500 for each
violation of such an injunction.



